MPUNOXEHWE Ne 4

K Npukasy fenapTameHTa 06pa3oBaHus
oT _ 15 |MOH 2018 2018 Ne

NHPOPMALUMNOHHAA NMAMATKA
014 OBYHAKOWNXCA ANAd PASMELWLEHUA
HA OONUNAJIbHBIX MHTEPHET-PECYPCAX

C KaXabIM rogoM MOSOAEXWN B UHTEPHETE CTaHOBUTLCA OO/bLUE, a LUKO/Ib-
HUKM OfHM M3 CaMblX aKTWMBHbIX MO/b3oBaTenenn PyHeTa. Mexay Tem, MOMUMO
OrPOMHOr0 KO/inyecTBa BO3MOXHOCTEN, MHTEPHET HeCeT M Npobnembl. ATa NamaT-
Ka [10/KHa NoMoYdb Tebe 6e30MacHO HaXoAUTLCSA B CETW.

KOMMbIOTEPHbIE BMPYChI

KOMMbIOTEPHBIA BUPYC - 3TO PasHOBWUAHOCTb KOMIMbIOTEPHbLIX MPOrpamMm,
OT/IMYNTENIbHON 0COBEHHOCTLIO KOTOPOW SIBNSIETCSH CMOCOBHOCTb K Pa3MHOXEHUIO.
B fonosHeHWe K 3TOMY, BUPYCbl MOTYT MOBPEANTb WA MOHOCTbIO YHUYTOXMUTb
BCe (haiinbl 1 faHHble, NOAKOHTPO/bHbIE MOMbL30BATENO, OT MMEHWN KOTOPOro bblna
3anylleHa 3apaXXeHHas MporpaMma, a TakXe MOBPeAuTb WM AaXKe YHUUTOXUTb
OMepauMoHHY0 CUCTEMY CO BCeMW (haiinamu B Le/oM. B 60MbLUIMHCTBE CNyyaeB
pacnpoCTPaHsATCA BUPYCbl Yepe3 NHTEPHET.

MeToabl 3aLnTbl OT BPE4OHOCHbIX MPOrpaMM:

1 Wcnonb3yih COBPEMEHHbIE OMepauMoHHbIE CUCTEMbI, MMEIOLNE Cepbes-
HbliA YPOBEHb 3alMTbl OT BPEAOHOCHbIX MPOrpaMmM;

2. MoCTOsSIHHO ycTaHaBNMBai navtu (UMGpPoBbIE 3aniaTKWM, KOTOPble aBToO-
MaTMYeCKN yCTaHaBMBalOTCA C LeNbio AopaboTKM nporpammsl) 1 gpyrve 06HOB-
NeHNs CBOEW omnepaumoHHOM cuctemMbl. CKaumBailh MX TONMbKO C OPULNANILHOMO
canta paspabotunka OC. Ecim CyLleCcTBYeT pexXMM aBTOMaTU4eckoro obHoB/e-
HWS, BK/IHOYN €ro;

3. PaboTali Ha cBOEM KOMMNbIOTEpPe Mog npaBaMu Nosb30oBaTensl, a He afAMu-
HUCTpaTopa. ATO He MO3BOMUT GO/bLUMHCTBY BPEAOHOCHbIX MPOrpaMMm WHCTaNN-
poBaTbCsA Ha TBOEM NEPCOHa/IbHOM KOMIMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHbIE MPOrpaMMHble NMPOAYKTbl M3BECTHbIX MPOU3-
BOAMTENEN, C aBTOMaTUYECKM OOHOB/IEHNEM 6a3;

5. OrpaHnyb PU3nMYecKnii 4OCTYN K KOMMNbIOTEPY A8 NOCTOPOHHMX L,

6. Micnonb3yii BHELLIHME HOCUTENN MHMOPMaLNUK, Takne Kak (reLuka, AWUCK
MK (hain N3 MHTEpHeTa, TOMIbKO M3 MPOBEPEHHbLIX UCTOYHWNKOB;

7. He OTKpbIBaii KOMMbIOTEPHbIE (haifibl, NOMYUYEHHbIE U3 HEHaAEXHbIX UC-
TOYHUKOB. [axe Te (haiifibl, KOTOPbIE NPUCAan TBOW 3HAKOMbIA. Jlydlle YTOUHN Y
Hero, oTnpasNsAI NN OH Tebe nX.

Cetnn WI-FI

Wi-Fi - 370 He BUA nepefayvn AaHHbIX, He TEXHO/ONMSA, a BCEro /iMlb GpeH[,
mapka. Ewe B 1991 rogy HuaepnaHackas KOMMaHWA 3apeructpuposana bpeHs
«WECA», yto 0603Havano cnosocodetaHune «Wireless Fidelity», koTopbIi nepe-
BOAUTCA Kak «b6ecrnpoBojHas TOUHOCTb».

[0 Hallero BpemeHu gowina apyras abbpesmnatypa, Kotopas ABASETCA TaKoW



Xe TexHonoruei. 310 abbpesmaTypa «Wi-Fi». Takoe Ha3BaHMe OblI0 AaHO C
HaMeKOM Ha CTaHapT BbICLLE 3BYKOBOW TexHUKM Hi-Fi, uTo B nepeBofe 03Hauva-
eT «BbICOKasA TOYHOCTb».

[a, 6ecnnatHbIn MHTEPHET-40CTYN B Kage, 0TeNdAxX M asponoprax sBnsercs
OT/IMYHON BO3MOXKHOCTbIO BbIXOfa B MHTEPHET. HO MHOrme 3KcnepTbl CUATALOT,
4yTo obulenoctynHble Wi-Fi ceTu He aBNAOTCSA 6e30MacHbIMU.

CoBeTbl Mo 6e3oMmacHOCTM paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1 He nepepfaBail CBOK NNYHYHO UH(OpMaLMIO Yepe3 obueaoctynHble Wi-Fi
ceTn. PaboTast B HUX, XXenaTeslbHO He BBOAWTbL Maponun JOCTyna, NIOrMHbl U Kakue-
TO HOMepa,;

2. Vicnonb3yin 1 06HOBNAN aHTUBUPYCHbIE NpOrpaMmMbl U 6paHamayep. Tem
cambIM Tbl 06e30nacuLlib cebs OT 3aKayky BUpYyca Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonb3zoBaHun Wi-Fi oTkOUM (yHKUM0O «O6LWMIA JOCTYN K (aid-
nam v npuHTepam». [aHHas (YHKUMA 3aKpbiTa M0 YMOM4YaHUIO, O4HAKO HEKOTO-
pble MOMb30BaTENN AKTUBUPYIOT ee Ans yaobCTBa MUCMOMNb30BaHMA B paboTe wan
yuebe;

4. He wncnonb3yin nybnuuHblii WI-FI ons nepefaynm NUYHbIX AaHHbIX,
Hanpumep 415 BbIX0AA B COLMa/IbHbIE CETU UMW B 3/IEKTPOHHYIO MOYTY;

5. cnonb3yit ToNbKO 3aliuieHHoe coeanHeHne yepe3 HTTPS, a He HTTP,
T.e. Mpn Habope Beb-aapeca BBOAM NUMEHHO «https://»;

6. B MmobunbHOM TenedoHe OTKMOUM (DYHKUMIO «[logknoveHne K Wi-Fi aB-
TOMaTu4yeckn». He gonyckart aBTOMaTtMyeCcKoro noAK/OYEeHUs YCTPOMCTBa K ce-
Tam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumasibHble CETU aKTMBHO BXOAAT B HaLly >XWU3Hb, MHOTMe N0AN paboTaroT
M XXMBYT TaMm MOCTOAAHHO, a B Facebook yxe 3aperncrpmpoBaH Munivapa Yenosek,
4TO ABNAETCA OAHON CefbMOW BCEX XWUTeNen nnaHeTbl. MHOrne nosb3oBaTenn He
MOHUMAIOT, YTO MHMOPMALNA, pasMeLLeHHad UMW B COLMANbHbIX CETAX, MOXEeT
ObITb HailleHa M UCMOo/b30BaHa KeM YroAHo, B TOM 4yucne He 06s3aTenbHO ¢ 6na-
MMM HaMepPeEHUAMN.

OCHOBHbIe COBeTbl M0 6e30MacHOCTU B COLMASIbHBIX CETAX:

1. OrpaHu4b CNUCOK fpy3ein. Y Tebs B Apy3baX He JO/MKHO ObITb Cnyyai-
HbIX N HE3HAKOMbIX JTOEN;

2. 3almuar CBOK YaCTHYH XW3Hb. He yKa3sblBail Naponu, TenegoHbl, aape-
ca, faTy TBOEro POXAEHUSA W APYTYHO IMYHYIO UH(OPMALNIO. 3/10YMbILLIEHHUKM
MOTYT MCMNOJIb30BaTh JaXKe MH(OPMaLMIO O TOM, KaK Tbl U TBOWM POAUTENN MIaHU-
pyeTe NMPOBECTU KaHWUKY/bI;

3. 3aluMuian cBo penyTauuio - AepXW ee B YMCTOTe U 3adaBant cebe BO-
Mpoc: XoTen 6bl Thbl, YTOObI ApYyrve Mnosib3oBaTeNiv BUAENN, YTO Tbl 3arpykaeLlb?
MoayMaii, npexzie YeM 4To-TO ony6/IMKOBaTb, HanmcaTb U 3arpy3nTb;

4. ECnun Tbl TOBOPULWb C NHOABMU, KOTOPbIX He 3Haellb, He UCNONb3yi CBOe
peasibHOE UMSA W APYTYH NINYHYI0O UH(OpPMaLUKN: UMS, MeCTO >KUTE/NbCTBA, MECTO
yuebbl 1 nNpouee;

5. N36erain pasmelyeHnsa gotorpaduii B IHTepHeTe, rae Tbl U306paXkKeH Ha
MECTHOCTW, N0 KOTOPO MOXXHO ONpeAe/iTb TBOE MECTOMOMOXKEHME;


https://%c2%bb

6. Mpwu perncTpaymm B COLMaTbHON CETU HEOOXOLMMO MCNO/b30BaTb C/IOX-
Hble NMapo/in, COCTOALLME M3 BYKB U LUGP 1 C KONIMYECTBOM 3HAKOB HEe MeHee §;

7. Ona coumanbHOM CeTu, MoYTbl U APYrMX caToB HEOOXOAMMO MCMO/b30-
BaTb pasHble naponu. Torga ecnv Te6a B3N0OMaOT, TO 3/10YMbILLEHHUKN Moflyyat
LOCTYN TONbKO K O4HOMY MECTY, a He BO BCe Cpasy.

ONNIEeKTPOHHbIE [eHbIN

ONEKTPOHHbIE [eHbIN - 3TO OYeHb YA0OHBIN CNocob nnaTeXxen, OfHAKO Cy-
LLLECTBYIOT MOLLEHHUKWN, KOTOPbIE XOTAT MOMYUNUTb 3TU LEHLIW.

ONEeKTPOHHbIE AeHbIN NOSABMANCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOIMX rocyfapcrsax Ao CMX Nop He NPOnMcaHo NpPo HUX B 3aKOHax.

B Poccum e OHY PYHKUNOHMPYIOT U O HUX Y)XXKe NPOMMCaHO B 3aKOHe, rae
NX Pas3fenstoT Ha HECKO/IbKO BMAOB - aHOHVMMHbIE U HE aHOHWMMHble. PasHuua B
TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NpoBOAUTL onepaunn 6es3
NAEHTU(MKALUN NONb30BaTENSA, a B HEAHOHUMHbIX WUAEHTUMUKALMA MOMb30BaTENSA
ABNSAETCA 0053aTe/IbHON.

TaKkxe cnefyet pasfivyatb 3MIEKTPOHHbIe (DUaTHbIE LeHbIM (paBHbI rocyap-
CTBEHHbIM Ba/t0TaM) W 3NEKTPOHHbIE He(MaTHble [eHbrn (He paBHbI rocypap-
CTBEHHbIM Ba/ilOTaM).

OCHOBHble coBeTbl N0 6e30MacHoO paboTe C 31eKTPOHHLIMU AeHbramu:

1 MpuBSXM K CHETY MOOWNbHbLIA TeneoH. ATO caMblil YL0OHbIA 1 ObICT-
pbliA cNOCO6 BOCCTAHOBUTL AOCTYM K cyeTy. [puBA3aHHbIA Tesle(hOH MOMOXET, ec-
nn 3abyfellb CBOM NMATEXHbIA Naponb WAK 3aifelllb Ha CaT C HE3HAKOMOro
YCTPOWCTBA;

2. Nicnonb3yin ofHopa3oBble naponun. Mocne nepexofa Ha yCUIEHHYHO aBTO-
pu3auuio Tebe yxxe He OyeT yrpoxarb ONacHOCTb KPaXu WK nepexsarta niarex-
HOro Mapons;

3. Bblbepy CnoxHbliA naponb. MpecTynHukam 6yaeT He MNpPoOCTo yrajatb
CNOXHbIV Naponb. HafexxHble naponun - aTo0 Naponu, KOTopble cogepXaT He MeHee
8 3HaKOB M BK/OYAKOT B Ce6S CTPOUHbIE N NPOMUCHbIE OYKBbI, LNPPbI N HECKO/b-
KO CMMBOJIOB, TakuMe Kak 3HaK fofinapa, PyHTa, BOCKAMLATE/IbHbLIA 3HAK W T.M.
Hanpumep, $tROng!;;

4. He BBOAW CBOU NNYHbIE faHHble Ha calTax, KOTOPbIM He JOBepsiewb.

SNeKTpoHHas noyrta

ONeKTPOHHaA noyta - 3T0 TEXHOMNOrUSA N NPeLoCTaB/sSeMble €0 YCAyrn o
MepecblIKe Y NONYYEHUIO 3/IEKTPOHHbIX COOOLLEHWI, KOTOPbIE pacnpefensoTcs B
KOMMbIOTEPHOM CeTU. OB6bIYHO 3/IEKTPOHHbIA MOYTOBLIA AWWK BbIFALUT Cnesy-
oMM 06pa3oM: MMSA_NoJb30BaTeNda@umMa_fomMeHa. Takke KpomMe repejayn npo-
CTOr0 TEKCTa, MMEETCS BO3MOXHOCTb NepefaBatb (aiisbl.

OCHOBHble COBETbI M0 6e30nacHoi paboTe C 3NEKTPOHHON MOYTOIA:

1. Hapo BblGpaTh MpaBWU/IbHBIA MOYTOBBLIA CcepBUC. B MHTEpHeTe ecTb
OrPOMHbI BbIGOP GecniaTHbIX MOYTOBLIX CEPBUCOB, O4HAKO Nyulle fOBepPATb TeM,
KOro 3Haelllb 1 KTO MepBbli B PEATUHTE;

2. He yKa3sblBail B IMYHONM NOYTE IMYHYIO UHOPMaumMo. Hanpumep, nydiue
BbI6paTh «My3blKa/lbHbI_(haHaT@» nnn «pok2013» BMeCTO «Temal3»;

3. Ncnonb3yi [ABYyXaTanHyk aeTopu3auuio. IOTO Korfga MnomMumMo naposns



HY>KHO BBOAMTb KOA, Npucblnaemblit no SMS;

4. Bblbepn CNOXHbINA Naposib. AN8 KaXKA0ro noytoBoro AuMKa f0/MKeH ObiTh
CBOI HaAEXHbIM, YCTOMUMBbLIV K B31OMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIMYHbIA BOMPOC, UC-
M0/1b3yi 3Ty BO3MOXKHOCTb;

6. cnonb3yil HECKONbKO MOYTOBbLIX AWMKOB. lMepBblA A48 YacTHOW nepe-
MUCKKN C afpecataMmun, KOTOPbIM Tbl [A0OBeEPSeLlb. ITO 3/1eKTPOHHbIN afpec He Hajo
MCMO/b30BaThL MPY perncTpaumnm Ha popymax u cantax;

7. He oTKpblBail (ainbl U pyrve BIOXKEHUS B MUCbMax, AaXe ec/in OHU
NP OT TBOMX Apy3eil. Jlydlle YTOYHW Yy HUX, OTNPaBASAN NI OHW Tebe 3TK
(hainbl;

8. Mocne OKOHYaHWA paboTbl Ha MOYTOBOM CepBUCE Mepef 3aKpbITUEM
BKNaAKN C CaiTOM He 3a0y/b HaXkaTb Ha «BbIATW.

KunbepoynnmHr nnn BupTyanbHoe 1M3aeBaTe/IbCTBO

KnbepbynnvHr - npecnefoBaHve COOOLLEHUAMU, COAepXKalMMn 0CKopb/ie-
HWA, arpeccuto, 3anyrumBaHue; Xy/aMraHcTBO; couuanbHoe 60MKOTUPOBaHWeE C Mo-
MOLLbO Pa3NYHbIX UHTEPHET-CEPBUCOB.

OCHOBHble COBEeThI M0 60pbbe C KNGepOynIMHIoMm:

1 He 6pocaiica B 60i1. Jlyulimnii cnoco6: NocoBeTOBaTbCA Kak cebs BECTU W,
€C/IN HeT TOro, K KOMYy MOXHO 06paTUTbCHA, TO BHayase YCrnoKouUTbCs. Ecnun Tbl
HayHewWb OTBeYaTb OCKOPO/IEHMSIMM Ha OCKOPO6/eHMs, TO TOMbKO ewe 6onblue
Pas’oXOKeLllb KOHQ/IMKT;

2. YnpaBnsin cBoeit kKnbeppenyTaymei;

3. AHOHWMHOCTb B CeTU MHUMas. CyLLeCTBYHOT CMOCO6bl BbIACHUTb, KTO
CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He CTOMT BeCTW XY/IMTaHCKWUA 06pa3 BUPTYaslbHOM XW3HWU. VIHTepHeT
(hmKCupyeT BCe TBOW [ENCTBUA W COXpaHseT WX. YaanuTb UX OyaeT KpaviHe 3a-
TPYLAHUTENBHO;

5. Cobntofaii CBOK BUPTYaslbHYH YeCTb CMOMOAY;

6. VIrHopupy eavHWYHbIA Heratue. OQHOpa3oBble OCKOPOUTENbHbIE CO00-
WeHns nydwle urHopmposatb. O6bIYHO arpeccusi NpekpallaeTcs Ha HadaibHOM
cTaguu;

7. baH arpeccopa. B nporpamMmmax o6mMeHa MrHOBEHHbIMW COOOLLEHMAMU, B
COLMaIbHbIX CETAX eCTb BO3MOXHOCTb 6/I0KMPOBKM OTMPaBKM COOBLLEHWNI C onpe-
[eNIEHHbIX aJpecoB;

8. Ecnu Tbl cBUAETENb KNOepbyninHra. TBOW LeNCTBUA: BbICTYNUTL NPOTUB
npecnegosarens, nokasarb emy, YTo ero AerCTBMSA OLEHMBAKOTCA HEraTuBHoO, Noj-
[epXaTb XepTBY, KOTOPOM Hy>XHa NCUXO/I0rMyeckas NnomMollb, COO6WUTL B3pOC-
NbIM 0 paKTe arpecCMBHOrO NOBEAEHWS B CETU.

Mo6unbHbIN TenehoH

CoBpeMeHHble CMapPT(OHbI M NIaHLWeTbl COAepXKaT B cebe BrosiHe B3POC/bli
(hYHKUMOHanN, 1 Tenepb OHWU MOTYT KOHKYpPWpOBaTb CO CTaLMOHAPHBLIMU KOMMbHO-
Tepamu. OfHaKo, CPefCTB 3alWMTbl AN NOAOGHbLIX YCTPOWCTB MOKa OYeHb Maso.
TecTMpoBaHME N MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCMBHO, Kak
ans MK, To e camoe KacaeTcsi U MOBUIbHBIX MPUIOXKEHNIA.



CoBpemeHHble MOOW/bHbIE Bpay3epbl YXKe NMPakTUYeCcKU LOTHaIM HaCTOSlb-
Hble aHanory, OfHaKo pacliMpeHne (YHKLMOHaNa B/eYeT 3a C060M 6ONbLUYHO
CNOXHOCTb M MeHbLUYHO 3aLUNLLEHHOCTb.

[aneko He BCe NPOM3BOAMTENN BbIMYCKAOT OOHOBMEHUSA, 3aKpbiBaloLLMe
KpUTUYECKME YS3BUMOCTM AJ19 CBOMX YCTPOMCTB.

OCHOBHbIe COBeTbl A/11 6e30MacHOCTU MOBUNBLHOTO TeneoHa:

Hwuuero He aBnseTCA Mo-HacTosAwWweMy 6ecniatHbIM. Byab OCTOPOXeH, Befpb
Korga Tebe npepnaratoT 6eCniaTHbIA KOHTEHT, B HEM MOTYT 6blTb CKPbITbI KaKue-
TO NNaTHbIE YCNyru,

[ymaii, npexae Yyem oTnpaBuTb SMS, GOTO MM BUAEO. Thl TOYHO 3HAELLD,
rae OHW 6yayT B KOHEYHOM UTore?

Heo6xoanmo 06HOBNATL OMepaLMOHHY0 CUCTEMY TBOEr0 CMapT(OoHa;

cnonb3yi aHTUBMPYCHbIE NPOrpaMMbl A1 MOOUbHbLIX TeNE(OHOB;

He 3arpy>aii nNpuioXeHus OT HEW3BECTHOrO MCTOYHWKAE, BeAb OHW MOTYT
cofiep>katb BpPeL,OHOCHOE NporpaMmmHoe 0becrneyveHme;

Mocne TOro Kak Tbl BblAfiellb C calTa, rAe BBOAW JIMUHYHO MH(OPMaLUIO,
3aian B HaCTPOWMKKM b6pay3epa u ygann cookies;

Mepuognyeckn NpPoBepsin, Kakue naaTHble YCNyru akTUBUPOBaHbl Ha TBOEM
HOMepe;

[aBaii cBOM HOMep MOGWILHOTO TenedoHa TONbKO NIOAAM, KOTOPbIX Tl
3Haellb 1 KOMY [10BepseLLb;

Bluetooth go/mkeH 6bITb BbIK/IOYEH, KOrja Thl UM He nosb3yellbcd. He 3a-
OblBali MHOr4a NPOBEPATH 3TO.

Online vrpsl

COBpEMEHHbIE OHJIANH-UTPbI - 3TO Kpaco4Hble, 3axBaTblBaloLiNe pa3Beye-
HUSA, 00beMHAKOLME COTHM ThICAY YesIOBEK MO BCeMy MuUpy. VIrpoku mccneyrot
[aHHbIA M Mup, o6LaloTCa ApYr C APYroM, BbINOMHAKT 3afaHns, CcpaXatoTcs C
MOHCTpPaM/ W MonyyarT OnbIT. 3a YAO0BOMLCTBME OHW MNAATAT: MOKYNalT [MUCK,
OnsiaunBaroT aboOHEMEHT WM NPUOBPETAKOT KakMe-TO OMnuun.

Bce 3T cpeacTsa uayT Ha nofjep>kaHue 1 pasBUTUe UIPbl, a TAKXKe Ha camy
6e30NacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOpPM3aLMK, BbIMYCKAKOTCA HOBbIE
natuy (LMQpoBbIe 3aniaTky 4N NporpaMM), 3aKpbiBatOTCA YA3BUMOCTY CEPBEPOB.

B nofo6HbIX urpax CTOWUT oOnacaTbCid He CTONbKO CBOWX COMEPHMKOB,
CKO/IbKO KpaXXu TBOEro naposisa, Ha KOTOPOM OCHOBaHa CuUCTema aBTopu3aLumu
60/bLUIMHCTBA UTP.

OCHOBHbIe COBEeTbI M0 6e30MacHOCT TBOEr0 UIPOBOM0 akKayHTa:

1 Ecnv Opyroin Urpok BefeT cebs nioxo Wam co3faeT Tebe HernpuAaTHOCTH,
3a6/10KMPY ero B CNUCKe UIPOKOB;

2. Moxanyica agMUHUCTPATOpPaM Urpbl Ha MN0X0e MoBeAeHne 3TOro Urpo-
Ka, YKenaTenbHO NPUIoKUTL KaKne-TO AoKa3aTeNlbCTBa B BUAE CKPUHOB,

3. He ykasblBail IMYHY0 MH(OPMaLMIO B Npodiaiine urpbl;

4. YBaxai pyrmx y4acTHUKOB MO WUrpe;

5. He ycTaHaBnvBai Heo(hmumasbHble Natyy U MOAbI;

6. Acnonib3yii CNoXKHbIE 1 pa3Hble Naponu;

7. Oaxe BO BpemMsA WUrpbl He CTOUT OTK/IKOYaTb aHTUBMPYC. MoKa Tbl Urpa-



ellb, TBON KOMMNbIOTEP MOTYT 3apasnTb.

PULWNHT NN KpaXKa NINYHBIX [aHHbIX

OObIYHOWN Kpaxkein feHer U [OKYMEHTOB CEerofHs Y)Ke HUKOro He YAMBULLb,
HO C pasBUTUEM WHTEPHET-TEXHOJIOMMIA 3/10YMbILLIEHHUKN NEpeMeCcTU/ICL B UH-
TepHeT, 1 NPOLO/IKAIOT 3aHMMATLCA «JTHOOUMbIM» Le/IOM.

Tak nosiBUNacb HOBas yrposa: WHTEPHET-MOLLUEHHMYECTBa WM (OULLWHT,
rnaBHas Leflb KOTOPOro COCTOUT B MOSyYEHUN KOHPUAEHLMANBbHBIX JaHHbIX NO/b-
30BaTefiel - NOrMHOB M naponeil. Ha aHrNMiicKoM s3bike phishing umTaeTcs kak
(mwmHr (ot fishing - puibHasa nosnd, password - Naponb).

OcCHOBHble COBeTbl N0 60pb6e C PULLNHIOM:

1 Cneam 3a CBOMM akkayHTOM. Ecin Tbl Nofo3peBaellb, YTO TBOSI aHKeTa
Oblna B310MaHa, TO He06X0AMMO 3a6/I0KMPOBaThL ee U COOOLNTL agMUHUCTPATO-
pam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yin 6e3onacHble Beb-calTbl, B TOM YMC/E, MHTEPHET-MarasuHoB U
MOUCKOBBIX CUCTEM;

3. Vicnonb3yil CNnoXHble W pasHble naponn. Takum o6pa3omM, ecnm Tebs
B3/10MatOT, TO 3/10YMbILUIEHHUKM NOAyYaT JOCTYN TOMbKO K OLHOMY TBOEMY Npo-
(huno B CeTH, a He KO BCeM;

4. Ecnun Tebs B3nomann, TO HEOOXOAMMO NpefynpeanTb BCeX CBOMX 3HaKO-
MbIX, KOTOpble f06aBneHbl Yy Tebs B ApYy3bsAX, O TOM, YTO Tebs B3noManu W, BO3-
MOXHO, OT TBOEro MMeHu OyfeT paccblnarbCA Cram W CCbUIKA Ha (DULLMHIOBbIE
CaWTbl;

5. YcTaHoBM HagexHblid naposb (PIN) Ha MOGMNbHLINA TeNeqoH;

6. OTK/OUN COXpaHeHWe Naposns B bpaysepe;

7. He oTKpblBail (haiinbl U Apyrve BMOXEHUS B MUCbMax, AaXe ec/in OHU
MNP OT TBOUX Apy3ei. Jlydlle YTOYHW Y HUX, OTNPaBASAN N1 OHU Tebe 3Tu
(harinbl.

Linthposas penyTauus

LinthpoBas penyTaums - 3TO HeraTtMBHas WM MNO3UTMBHAA WMH(OPMauus B
cetTn o Tebe. KomnpomeTupyrouias MHpopmaums, pasmeLLeHHas B UHTEPHETe, MO-
XeT cepbe3HbIM 06pa3oM OTPasUTbLCA Ha TBOeW peanbHOM XWU3HW. «Llmugposas pe-
nytaguna» - 310 TBOWN NMMnax, KOTOprVI (*)OpMI/IpyeTCFI n3 I/IH(*)OpMaLl,VH/I 0 Tebe B
MHTepHeTe.

TBOE MeCTO XXMTe/bCTBa, Y4ebbl, TBOe (PMHAHCOBOE MOJIOXKEHME, 0COOEHHO-
CTM XapakTepa 1 pacckasbl 0 6/IM3KMX - BCe 3TO HAKamn/MBaeTCs B CETU.

MHorve noApoCTKY NEerkOMbIC/IEHHO OTHOCATCA K Ny6aMKauuu NYHON UH-
(hopmaumm B VIHTEpHeTe, He MOHUMas BO3MOXHbLIX MOCNeACTBMIA. Tbl faxe He
CMOXeLlb forafarbCs 0 TOM, 4YTO (hoTorpadus, pasMmeLleHHas 5 net Hasag, crtana
MPUYMHON OTKa3a NPUHATL Tebs Ha paboTy.

KomMeHTapuu, pasmelleHne TBOMX (hoTorpagmin n gpyrve AeicTsms mMoryt
HE UCYEe3HYTb [axe NOCNe TOro, Kak Tbl UX yAanuib. Tbl He 3Haellb, KTO cOXpa-
HWUN 3Ty WUH(opMaLMIo, nonasa M OHa B NMOWUCKOBbIE CUCTEMbI U COXpaHMnach fin
OHa, a rnaBHOe: YTO MoAyMarT 0 Tebe OKpyXKarolme AN, KOTOpble HangyT u
YBUAAT 3T0. HaiTv nHMOpMaLMo MHOTO /IeT CYCTA CMOXeT /060 - Kak U3 [06-
PbIX MOOYXAEHWI, TaK U C HAMEPeHVEM MPUYUHUTL Bped. ITO MOXET OblTb KTO



YrofiHO.

OCHOBHbI€ COBETbI MO 3aLLMTE LMPPOBOI penyTauuu:

1 Moaymaii, npexmnae Yyem 4TO-TO Ny6NMKOBaTb U NepefaBaTh y cebsi B 6/10re
W1 B COLMANIbHON CeTw;

2. B HacTpoitkax npotunsi yctaHOBM OrpaHMYeHUs Ha MPOCMOTP TBOEro
NPoUIS 1 ero COAEPXXMMOro, CAenan ero ToNbKO «ANs Apy3ein»;

3. He pasmellai 1 He yKasblBah MHOpPMaLMIO, KOTOpasi MOXET KOro-1m6o
0CKOpONATL UK 06MXKaTb.

ABTOPCKOe npaso

CoBpeMeHHble LWKO/IbHUKN - aKTWMBHbIE M0/b30BaTeNn LMGPOBOro mnpo-
cTpaHcTBa. OfHaKO AasieKo He BCe 3Hat0T, YTO MOJIb30BaHWEe MHOTMMW BO3MOXXHO-
CTAMU UMGPOBOro mupa TpebyeT COOMOAEHUS MpaB Ha WHTENNIEKTYalbHY COO6-
CTBEHHOCTDb.

TepMUH «UHTeNNeKTyanbHas COBCTBEHHOCTb» OTHOCUMTCA K pas/INyHbIM
TBOPEHUAM YE€N0BEYECKOro yMa, HauymMHas C HOBbIX M3006peTeHWiA 1 3HaKoB, 060-
3HavarLWmMxX coOBCTBEHHOCTb Ha MPOAYKTbI U YCIYrn, N 3aKaHuMBas KHUramu, go-
Torpaammn, KMHOUIbMaMu 1 My3blKallbHbIMUW MPOU3BEAEHNAMMN.

ABTOpPCKME MpaBa - 3TO MpaBa Ha WHTE/N/IEKTYa/IbHY0 COOBCTBEHHOCTb Ha
Npon3BeAeHNs HayKun, nuTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNaloT B
KayecTBe rapaHTum TOro, YTO UHTENNEKTYallbHbIA/TBOPUYECKUIA TPy aBTopa He Oy-
[eT HanpacHbIM, 4aCT emy Cnpasef/iMBble BO3MOXHOCTM 3apaboTarb Ha pesy/bTa-
Tax CBOEro TpyAa, NosyunTb M3BECTHOCTb M Mpu3HaHWe. HUKTO 6e3 paspelueHus
aBTOpa He MOXeT BOCMPOU3BOAUTb €ro NpousBefeHune, pacnpocTpaHATb, Nyo6amny-
HO [eMOHCTPMpOBaTh, NPOAaBaTb, MMMOPTUPOBATbL, MyCKaTb B MPOKaT, Ny6/n4HO
MCMONHATb, NOKa3blBaTL/UCNOMHATL B 3hMpe UNKn pasmellaTs B VIHTEpHeTe.

Mcnonb3oBaHMe «nNMpaTcKoOro» MporpaMMHOro obecrnevyeHns MOXeT npuse-
CTWU K MHOTMM pUCKaMm: OT MOTEPU AaHHbIX K TBOMM aKkayHTam [0 OG/IOKMPOBKM
TBOEro YCTPOWCTBa, e YCTaHOB/MEHa HeneranbHas nporpamma. He cTouT Takxe
3abblBaTb, YTO CYLLECTBYIOT flerasbHble M GecnnaTHble MpPOrpammbl, KOTOpble
MOXXHO HaiTh B CETW.

O noprtane

CeTeBNYOK.p(h - TBOWN rNaBHbIA COBETUMK B CETU. 3[€Ch Thbl MOXELLb Y3HaTb
0 6e30MacHOCTM B CETU MOHATHbLIM W AOCTYMHbLIM A3bIKOM, a NPU BO3HWUKHOBEHWM
KPUTUYECKON CUTyaumMm 06paTUTbCS 3a COBETOM. A TakKXe MPUHATbL y4yacTue B
KOHKYypCaX 1 cTaTb caMbIM LM(POBLIM rpaXKaaHUHOM!



